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1. Date filed: February 7,2018

2. Name of company(s) covered by this certification: Scio Mutual Telephone Association

3. Form 499 Filer lD:807792

4. Name of signatory: Thomas J Barth

5. Title of signatory: CEO/GM

6. certification:

l, Thomas J Barth certify that I am an officer ofthe company named above, and acting as an

agent ofthe company, that I have personal knowledge that the company has established operating
procedures that are adequate to ensure compliance with the Commission's CPNI rules. See 47 CFR 5

64.200\ et seq.

Attached to this certification is an accompanying statement explaining how the company's
procedures ensure that the company is in compliance with the requirements (including those mandating

the adoption of CPNI procedures, training, safeguards, recordkeeping, and supervisory review) set forth
in section 64.2OOL et seq. of the Commission's rules.

The company has not taken actions (i.e., proceedings instituted or petitions filed by a company

at either state commissions, the court system, or at the Commission against data brokers) against data

brokers in the past year.

The company has not received customer complaints in the past year concerninB the
unauthorized release of CPNI.

The company represents and warrants that the above certification is consistent with 47

CFR 5 1.17, which requires truthful and accurate statements to the Commission. The company also

acknowledges that false statements and misrepresentations to the Commission are punishable under

Title 18 of the U.S. Code and may subject it to enforcement action.

Sig n ed

Thomas J. Barth, C /GM



OPERATING PR@EDURES FOR COUPUANCE wlTH CPNI RULES

Scio Mutual Tebphone Association (the 'Co.npany') has impbmenled the follolring procedures
to ensure tha( it is compliant wath Part 64 of ride 47 of the code of Federal Regulations, subpart
U - Customer Proprietary Netwo,t tnformatbn (CPN|). S 64 2OO1 through S 64 ,0i.t

Comoliancr Officel

The Company has appointed a CPNI Compliance Officer The Compliance OfFrcer is r$ponsibla
for_ensunng that the cornpany is in compliance wilh all of the cpNl rules The cornpliance
ofricer is also the point of contact for anyone (intemally or externally) with questions about bpNl.

Emolovee Trainino:

The compliance officer arranges tor the trarning of all employees on an annual basis, and more
frequently as needed. Any new employee is trained when hired by the Company. The training
includes. but rs not limrted to. when employees are and are not aut-honzed to use cpNl. and th;
authentication methods the company is using. The detail of the training can differ based on
lvhether or not the empbye€ has access to CpNl

After the t'arnang, arl empbyees are rcqurred to sqn a cerlification that they have received
training on the cPNl rules. that they understand the company's procedures for'protecring cpNl
and they understand the company's disciplinary process for improper use of cpNl: Each
employee is informed as to where the company s cpNl manual with the rules is kept in the ofFrce.

Employees are rnstructed that il they ever have any questions regarding the use of cpNr, or if
the] are aware of cPNr being used improperry by anyone, they should 

-contact 
the compr;ance

Officer immediatety

OEciolinary Procsss

The Company has established a specrfic disciplinary process for improper use of CpNl. The
discrp[nary elion is based on the type and seveflty of the violation and could include any or a
co.nbination of the following: retraining the employee on cpNl rules, notation in the employee,s
personnel file. formal wtitten repnmand, suspensron or termtnation

The disciplinary process is reviewed wth all employees.

A copy of the Company s discrplinary process is kept in lhe CpNl manual

Customer Notitication and Requ6t for Aoprgval to Uso CPNI

The Company has not provtded notrficatnn to rts customers and has not asked for approval to
use CPNI because rt only uses CPNI in those instances where it rs pemrsstble to use CpNt
wrthout customer approval. lt does not sha.e the customer's CPNI with any Joint venture padner
rndependent contractor or any other third parly For markeling purposes. the Company does
mass marketing to all customers. or uses CPNI to market only service offenngs among the
categones of servEe to which the customer already subscribes

lf the Company receives a call from a customer who wants to dscuss services outsrde of the
customels existing service ofienngs, the customer service representative uses the oral
nolficatlon lor one-time use of CPNI to obtain apptoval tor the duraon of the call only



Authentication

The Company does not disclose any CPNI untit the customer has been appropnately
authenticeled as followsl

ln-office visrt - the customer must provide a valid photo lD matching the custome/s accout
information or provide a password that has been set up by the accouflt hotder.

Cuslomer-initiated call - lf the customer cannot provide all ot the call detarl informatDn to address
the custome/s issues, the Company will: l. call the customer bacr( al the telephona number of
record, 2 send the information to the address of record. or 3 ask the custorner to corne into the
office and provide a valid photo lD 4 Provide a pass\,lord that has been set up by the account
holder

Notification of Accounl Chanoes

The Company promptly notifies customers whenever a change rs made to any of the lollowing

Address of record

The notificataon to the customer will be made either by a Company-originated \oicemail or text
message lo the telephone number of record or sent to the address (postal or electronic) of record.

The Company has a process for tracking when a notification is required and tor recording when
and how the notification rs made by software that generates a notfication letter.

Notification of Breaches

Notfy customers only after 7 full busrness days have passed since notific€tion to the
USSS and the FBl. unless the USSS or FBI has requested an enension.

lf there is an urgent need to notfy afiected customers or the public sooner to avoid
rmmediate and trreparable harm, it will be done only after consultation with the
relevant investigating agency

Marntain a record of the breach, the notificalrons made to the USSS and FBl, and the
notifications made to customers The record should include dates of discovery and
notfication. a detailed description of the CpNt that was the sublecl of the breach. and
lhe circumstances of the breach

lnclude a summary of the breach in the annual compliance certificate filed with the
FCC

Employees will immediately notrfy the Compliance Offrcer ol any rndtcation of a breach. lf ft is
determined that a breach has occuned. the Compliance Officer wilt do the following.

. Notrfy the United States Secret Service (USSS) and the Federat Bureau of
lnvestrgation (FBl) as soon as practicable. but in no event later than 7 business days
after detemrnation of the breach The notitication wlll be via the FCC link at
i...1. \\\\\ .. j, , -.t..1,r I



Annual Certification

The Complrance Officer wlll file a Compliance Certficaton wth the FCC by March 1 of each year.
for data pertaining to the prevDus cabndar year

Record Retention

The Company retains all informatrcn regarding CPNI in a CPNI file and the CPNI manual in the
Compliance Office/s office. Followrng is the minimum retentpn penod we have eslablished fo{
specific items

. CPNI notificaton and records of approval - one year

. Marteling campargns - one year

. Breaches - two years

. Annual certification - five years

. Employee training cerlrfication - two years

. All other informatbn - two years


